Duty of Care / Legal – Spycams
Clare Hoban
Our main concern is around Liam approaching perpetrators on Telegram/Discord etc – the BBC will have their own protocols on approaches so we need to make sure they’re happy with what we’re doing.
We need to acknowledge or accept that he may come across obscene material – we need to be sure about the limitations that we place on ourselves, or we get a sign off from the BBC as to whether this is acceptable given the risk. 
Do we regard spycam footage of women recorded for sexual gratification as illegal obscene material? The BBC will have come across this before in news etc so they will have an opinion/protocol on it already.
Jim Gray – authorises undercover filming for current affairs at the BBC. Our BBC lawyer is Louise Davies, she has good links with the litigation team. Andy Worral is also on the BBC call tomorrow.
We need to be really open about what we consider as legal risk, how we approach this, and how some of the material might end up being categorised. 
There is a risk that we could be sent something from a perpetrator that could be obscene, for their own gratification. For this reason we will set up an info email address that is anonymous, and we will say in any callouts that we don’t want any photos or videos to be sent to us at this stage, we just want to speak to contributors.
How will we verify the identity of our contributors? The first port of call is jumping on a Zoom call, but with the rise of AI we need to be careful. We can do basic Google checks of their name, or maybe ask to see a copy of their passport, but this could be unnerving – we need to proceed sensitively.
Catherine Simpson – she went public with her story which is how we could verify that she was legit.
All victims will have a psych evaluation before we start working with them. First one is always mandatory, then optional psych evals after shooting and before and after TX. Add this into Duty of Care protocols.
We should all be aware of any red flags throughout the production process and escalate them to the team. Establish a fixed escalation procedure and outline this in the Duty of Care protocols.
Unfolding actuality with Bug Sweepers – what is our position on encouraging victims to report things to the police? We can’t make someone report anything, but if someone finds a bug in their house they would probably want to report it straight away. They’d also have an idea of who it might be, so an active investigation could unfold quite quickly.
Cat will speak to one of the Bug Sweeper companies early next week. They say there’s no way to prosecute most of the time as the police often don’t have the resources or the will to investigate or do a sting. Most police officers are junior so Aaron will often stay with the victims until the police come, so he can advise them. Can we film the police if this happens? If they agree to it then yes, but we probably still need to check in with higher ups in that specific police force. If any arrests are made, we wouldn’t be able to broadcast any footage that could be prejudicial in the investigation. Everything will be assessed on a case by case basis, but if something is really good, the BBC are happy to hold the TX until we are able to broadcast it.
As an example, Catherine’s stepfather confessed in his first interview, so it was just a question of waiting for sentencing – not going through a trial. We would only be safe to broadcast something if someone is waiting for sentencing if someone has entered into a plea. There would have to be a hearing of some sort. People often change their minds about their confessions so it’s not as legally binding as we think. If we know it’s going to a magistrates’ court and being dealt with as a low-level offence, we could broadcast it but only if everyone is anonymised. We would still have to check the channel is happy but it could technically be broadcast. However, if it’s going to a crown court and we are showing the victims’ faces etc then we would have to wait until the trial is over as the documentary could be prejudicial.
We would know after the preliminary hearing whether or not an offence will stay in the magistrates’ court or if it will go to the crown court. We would go to the police to get an idea of the timeline.
We could shoot a Bug Sweepers sequence without shooting exteriors of the home, making sure the address and everyone involved are not identifiable.
Bug Sweeping is the main risk that would trigger active proceedings. We won’t be able to get any guarantees from contributors that they won’t go to the police, and we don’t want to be seen to discourage them from going to the police either.
There is still a risk of libel if we show a victim speculating about who may have put a camera in her house. We can run a story showing them finding a hidden camera, but if they say “I think my ex is spying on me”, then that would be defamatory of the ex if presented without evidence. We can have presenter saying “Clare had concerns that there may be a camera in her house” so that it brings up the issue without pinpointing who the perpetrator might be.
Private rentals – many contributors may be suspicious of their landlords, or that spying is taking place in their landlord’s property. The person in occupation of a private rental is the only person who can give consent to filming, we don’t need consent from landlords. It’s worth double checking contributors’ leases, or not identifying the house so that no-one is in breach of the contract. We can even say in VO that you never know how many people have lived there before you, how many tradespeople come in and out, etc.
Same goes for university halls of residence – inside someone’s bedroom is a private space, but the leases could be quite restrictive against filming. We could ask students to be aware of this although we need to acknowledge that they may be naive given their age. Think carefully about communal showers – no university will agree to filming there, we need enough public interest reason, enough suspicion from the contributors to go and film discreetly. We need to minimise impact and be as unintrusive as possible. There are grounds for anyone to claim trespass but we have to take a pragmatic view. We could try Freedom of Information requests for universities. If we name a university, we would have to give them a right of reply for Ofcom reasons. If a university is hearing about it from someone else, or if we let them know in advance, then it’s less of a serious allegation.
If we had evidence given by a contributor that shows us that there is a strong reason for us to go and film there, then this helps our case. We need to think about when and why we film in private properties – is it necessary? Is there anything we will see inside someone’s uni room? Or could we interview them at a cafe etc? 
Bug Sweepers engage their clients in NDAs, but they have contracts in place with universities because this is happening on university campuses. We know this privately (was told to us in confidence). They also found cameras in a GP’s surgery, private boarding schools etc, but it is not their obligation to report it as Bug Sweepers don’t want negative PR. They leave it up to the owners of the business whether they want to report it or not.
If Bug Sweepers tell us that they go to universities, is this enough of a reason for us to go there? They are effectively a journalistic source, so it’s up to us whether we would protect them/disclose our sources. This is still useful legally, there are particular legislative rules that protect journalistic programme makers from having to cite their sources.
 Where is our responsibility to encourage victims to go to the police? If we are paying for a Bug Sweep in order to film it, does this change our relationship to it compared to if it was happening anyway? Clare says it doesn’t matter how we get to the bug. As long as we can’t be accused of withholding information from a contributor that would affect their decision to go to the police, and that we maintain a neutral position – we can’t advise them on what to do, but we can provide them with options, e.g. a charity helpline. We are not experts in the process, and they would need to speak to an expert like the police to bottom out what their rights are in these situations, but we can’t advise them either way – we can simply observe what is happening.
It would be good to avoid the language of ‘mandatory’ too much in our protocols, especially since some of our contributors are retrospective so they may well have their own therapists that they work best with. We can still offer counselling, but making it mandatory can perhaps not be the right thing for trauma victims. We should make a distinction between the psychological assessment, which is an important step to make sure that contributors are safe and protected enough to go ahead with filming – this should be mandatory. However, the ongoing counselling and duty of care that we offer will be optional – we will continue checking in with them on their wellbeing.
Keep a detailed duty of care log of everyone I speak to and log when they show signs of nervousness, etc. Offer support, checkins, repeat and reiterate offers of support every time I speak to them so that we have a robust log of our duty of care if someone complains about how their wellbeing was handled.
We should not be downloading any materials to our computers. If a contributor tells us in advance that they’re going to send us some materials, detailing what it is, that’s fine. It’s the bits that are being used more obviously for sexual gratification that is what is considered obscene material. The higher risk is what perpetrators are sending us, much more so than contributors. Liam could also come under risk from being on these forums, as authorities do monitor them – if he is found to be watching or downloading any obscene material, we will then have to argue our journalism case.


